


Merchant Account 
 

An account established for a unit by a bank to credit sale amounts and debit processing fees. 
 

Payment Card Industry (PCI) 
 

A group formed by the credit card industry (Visa, MasterCard, Discover and American Express) to 
establish Data Security Standards (DSS) for the industry.  https://www.pcisecuritystandards.org/  

 
Self‐Assessment Questionnaire 

 
The SAQ is a validation tool that is primarily used by merchants to demonstrate PCI DSS 
compliance. 

 
POLICY 
 
1) Information Technology Services (ITS) is responsible for building and maintaining a secure 

network, including installing and maintaining a firewall configuration to protect data and assuring 
vendorπsupplied passwords are changed prior to installing a system on the network.  Information 
Technology Services will ensure that all router, switches, wireless access points and firewall 
configurations are properly secured.   

 
2) Departments are prohibited from any electronic storage of cardholder data.  All paper storage 

should contain only account numbers masked to display the last 4 digits of the account.  Never 
store card validation code, expiration dates, PIN’s, or full data from a card’s magnetic stripe. 

 
3) Information Technology Services will assure strong cryptography and security protocols are in 

place for transmission of cardholder data across open, public networks.  Transmitting cardholder 
data by endπuser technologies (ex: eπmail, instant messaging or chat) is prohibited. 

 
4) Information Technology Services is responsible for maintaining a vulnerability management 

program that includes use and regular update of antiπvirus software/programs and 
developing/maintaining secure systems and applications. 

 
5) Access to cardholder data is restricted to those staff members who are responsible for processing 

or transmitting this data.  Those staff members accessing card holder data electronically must 
have a unique password.   

 
6) Paper copies of credit card data, retained for reconciliation purposes, must be store in the locked 

Accounting file room.  Paper credit card data will be shredded each fiscal year once the annual 
audit has been completed.  These paper copies are moved from Cashier to Accounting only by 
authorized Cashier or Accounting staff members.  Departments are prohibited from transmitting 
credit card data by fax, eπmail, wireless network or unsealed envelopes through campus mail as 
these are not secure.  Cardholder data should only be accepted by telephone, mail, or in person – 
never via email or transmitted on electronic forms.  Paper documents on which cardholder data 





POLICY REVIEW 
 
This security policy will be reviewed annually or as deemed necessary by the Treasurer’s Office, given 
a specific event or change in the College’s environment. 
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